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About Ongoing Operations
e

» Leading provider of business continuity services
to credit unions nationwide — protecting 21.5%
of industry assets (over 125 clients in 22 states)

* Four facilities
— Hillsboro, Oregon
— Phoenix, Arizona
— Longmont, Colorado
— Hagerstown, Maryland

 Profitable, growing company
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Goal: Build a Complete Solution

BIA/BCP

Dedicated Data Backup
Workspace & Recovery

- World-Class
Connectivity Data Centers
p‘ Pre‘ Pf‘
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Our Difference

S
Only the Ongoing Operations CUSO can offer the
advanced technical expertise and guidance credit
unions need, along with a deep understanding of the
credit union industry. We are your partner and believe
In offering:

Best of breed solutions in all areas

Flexible & customizable options

Proven technology & recovery experiences
Ability for our clients to collaborate
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Key Outcomes
N

* Discuss recent credit union survey data on overall
technology and business continuity

« Learn how your credit union compares to others in your
asset category

« Key considerations when developing your 2011 budget

* Gold Nuggets (lessons learned) from actual crisis situations
& recoveries
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2010 Technology Budgets Are
Increasing

Change in Technology Budget by Asset Size
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e 63% increased

Up1-10%

— Represents a change from 2009 when 28% reported a decrease

— Credit unions across all asset sizes are reporting increases,
smaller credit unions (<$250M) reported to be remaining the same
as 2009

— Larger credit unions are overall reporting an increase.

» Exception: One-fourth to one-fifth are reporting decreased
budgets which is higher than other asset groups
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Change in Technelogy Budget by Asset Size
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Spending Increases for Compliance,
Member Enhancements

« Regulatory Compliance

— New and existing federal regulations are placing a greater burden on
credit union operations

 Member-facing enhancements

— Targeting new segments and streamlining ability to meet member
needs

— Majority of credit unions across all asset Chenges to Budgeting Approach
spending though projects vary

* Required maintenance

— Not much variation from years past

0% 20% 40% 60% 80% 100%
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Changes to Budgeting Approach

Regulatory compliance

Member-facing
enhancements

Efficiency related/core system
enhancements

Required maintenance
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Technology Accounts for Small

Percentaﬁe of Oﬁeratina Exgenses

« Technology expenses typically 5-10% of operating
expenses (41%)
— Not influenced by asset size
— One-fourth report less than 5% of operating expenses
— Few say more than 20% of operating expenses

 Half of credit unions have technology budgets under
$250,000. Less than one-fifth with budgets higher than
$1 million
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The Impact of Asset Size On Technology Budgets
S

— $1B+ asset group have greatest variation ranging from $100M to more
than $5M

Technology Expenses as a % of Total
Operating Expenses

< 5%

5% -10%
11% - 15%
16% - 20%
20% +

41%
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IT Staffing Expected to Remain Constant

« Staffing is key component in IT Budgets

— Majority of credit unions don’t expect to add
staff

« Only 1 or 2
* Over $250M in assets more likely than smaller CUs

— Few are planning to decrease
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IT Staffing Expected to Remain Constant
L

2010 Staffing Changes

Increasing Decreasing
200% 3%

No change
T7%
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Number of FTEs by Asset Size

Number of IT FTEs by Asset Size

$101M - $251M -

Total <$100M $250M <$500M  $500M - <$1B $1B+

0 9% 17% 20% 0% 0% 0%

1 13% 56% 8% 0% 0% 0%

2 7% 22% 12% 0% 0% 0%
3-5 24% 6% 56% 33% 13% 5%
6-10 24% 0% 4% 67% 53% 19%
11-15 5% 0% 0% 0% 13% 14%
16 - 20 % 0% 0% 0% 20% 19%
21-25 2% 0% 0% 0% 0% 10%
26 - 30 3% 0% 0% 0% 0% 14%
31-35 1% 0% 0% 0% 0% 5%
>35 3% 0% 0% 0% 0% 14%
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Average Number of Employees
S

 Number of IT staff correlated to size of budget
and asset size

— Less than $100M in assets typically have 1 or 2 FTEs
In IT/ecommerce

— Half CUs over $1B in assets report having more than
16 FTEs
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Business Continuity Planning
Section
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Responsibility for Business Continuity
e

* Responsible party varies

— One-third place responsibility with IT department, including CTO,
VP IT or IT Manager

— One-fourth responsibility with a committee

— Other positions include operations related such as COO (11%) or
Operations VP (3%)

— Few having a VP or other senior level risk management in charge
— CEO/President typically only at smallest credit unions

ofeoney -4 -
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Responsibility for Business Continuity Plan

Committee/

shared
23%
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Business Continuity Spending Varies by
Asset Size

« Majority spending less than
$50,000 annually

— Smaller CUs (less than $250M)
typically less than $25,000

— One-fourth unsure how much
spending as not typically
spending specific to BC
« Larger CUs spending higher
— About half spending more than $100,000

— Few spending less than $50,000 (usually noting not budgeting
separately for BC — could mean underestimation of cost)
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Budget for Business Continuity

<525K

526K - S50K
S51K - S100K
S101K - S150K

5151 - S200K
S200K+

Don't know 15%

41%
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Most Credit Unions Are Not Using
Business Impact Analysis to Budget

* One-third tie business continuity budget to a BIA, but
many say they do not budget separately for BC

« Other ways CUs are determining cost include:
— Meet Board Expectations
— Some items budgeted separately (i.e. redundant site)
— Separate budget based on risk tolerance or business need
— Failover/Redundant Systems and hot site recovery expense
— EXxisting backup systems, maintenance, BCP software
— Cost of redundancy for systems required in case of Disaster
— Providing strong security

ONGR!“&NS' LLe PIa.Pre' Pro‘
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Most Credit Unions Are Not Using
Business Impact Analysis to Budget
e

« Smaller CUs are more likely to not budget separately with
less than one-fourth tying to BIA

e CUs with more than $500M in assets rely on BIA,
although close to a third budget to meeting NCUA
requirements

« A formal BIA can help CUs understand whether potential
Impacts have all been considered
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Why a BIA is Vital?
e

« NCUA recommends completing a BIA to assess
risk, including the following aspects:
— Critical system or service
— Type of failure events

— Minimum acceptable service levels or system
output

— Probability of occurrence
— Probable timing of the occurrence
— Cost, duration and impact of failure

ofeoney -4 -
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Business Continuity: Back-up

Oﬁerations

* 94% have back-up operations Currently In Place
for member service in place a1,
with only two-thirds having
full data redundancy
and real-time replication

62%

 Majority plan to make further |, G058 1y & see
iInvestments to these time Replication of
technologies in 2010 or 2011 Transactions
- mainly in 2011
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More on Back-Up
B

« 73% CUs with $1B assets have full data redundancy —
about half to two-thirds of smaller CUs have this

capability in place

« Asset size is not a factor for back-up operations for
member service
— Majority of ALL CUs have backups in place

— Those who do not have these systems in place now are typically
planning for 2011

ONGR!“%NS' LLe PIa‘Pre‘ Pro‘
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S101IM- S251M-  S500M

<5100M  S250M <5500M  -<S1B S1B+

Backup Operations for
Member Service

In Place 39% 88% 100% 93% 100%

Future Plans 2010 29% 25% 43% 20% 60%
2011 14% 50% 29% 80% 50%

No Plans 57% 31% 29% 20% 10%

Full Data Redundancy/
Real-time Replication of
Transactions

In Place 61% 64% 57% 50% 73%

Future Plans 2010 17% 12% 20% 13% 50%
2011 42% 47% 20% 38% 43%

No Plans 42% 47% 60% 50% 21%
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Recovery Time vs. Recovery Point

Ob"ectives

* Recovery Time measures how quickly your
CU can put critical systems back online

* Recovery Point measures how far back in
time the CU will have to go to restore data

* These measures need to be balanced with
cost and member service needs

ONGRIE“%NS. LLe PIa‘Pre' Pro‘
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Recovery Time Objectives

« Recovery time is critical for developing back-up systems and
appropriate staffing

« CUs have different objectives

— Majority of CUs with RTO less than
five hours

— No credit Union reports an RTO with
no loss

« Tolerance difference by asset size
— Majority of CUs with over $1B report RTO less than 60 minutes
— Smaller CUs cite RTO of less than 60 minutes as well (outsourcing services?)

— CUs with $251M-$500M have highest RTOs — 50% reporting times greater
than 10 hours

ONGgmﬁms. LLe PIa‘Pre‘ Pro‘
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Recovery Time Objective

48 hours +

24 to 48 hours

10 to 24 hours

6 to <10 hours

2 to < 5 hours

1to < 2 hours

31 to < 60 minutes
16 to < 30 minutes
< 15 minutes

25%

No loss

0% 5% 10% 15% 20% 25% 30%
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Recovery Point Objectives
S

« Tolerance of loss

— 31% tolerating no loss, 19% loss less than 15
minutes

— Some tolerate a wider loss — 27% between 10 and 28
hours

e Vary across asset size
— Largest CUs tolerate less loss of data
— Over $1B tolerate no loss (52%) or loss of less than 15 minutes (29%)
— One-third of smallest CUs tolerate no loss
— Significant number of CUs $101M-$500M report RPOs of 10-48 hours

ofeoney -4 -
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48 hours +

24 to 48 hours

10 to 24 hours

6 to < 10 hours

2 to <5 hours

1to <2 hours

31 to < 60 minutes
16 to < 30 minutes
< 15 minutes

No loss

Recovery Point Obj

ective
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Continue Investments in IT

Security - Related Technologies
e

« Security and fraud protection continue to be a
focus

— Majority of CUs are conducting penetration tests and
have layered security infrastructure installations in
place

— Three-fourths have outsourced firewall/IDS/IPS
management or have monitoring in place

— Two-thirds are using automated fraud/compliance
monitoring tools

ONGRIE“%NS. LLe PIa‘Pre‘ Pro‘
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Technologies Currently in Place

N o
Penetration Testing

Layered Security Infrastructure _ 1%

Installations

Outsourced Firewall/IDS/IPS Mgmt _ 73%,

and/or Monitoring

Automated fraud/compliance

i
L
b =

monitoring tools

0% 20% 40%  b0%  BO%  100%
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Plans for Future
e

« 15 CUs not doing penetration testing in 2010 plan to do so In
2011

« Those not currently outsourcing firewall/IDS/IPS management
and monitoring do not plan to change in the future

Automated fraud/compliance 23% 28% 56%
monitoring tools

Outsourced Firewall/IDS/IPS Mgmt 8% 8% 86%
and/or Menitoring

Layered Security Infrastructure 11% 32% 61%
Installations

Penetration Testing 27% 27% 52%
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Key considerations for 2011 Budgeting

Process
I

 Integrate DR and BCP into daily operations
— Old mindset of using DR as insurance policy makes it an expense
— Save time and money by integrating and making part of daily activities

« Business Impact Analysis
— Regulatory requirement - Cornerstone for planning
— Understand potential impacts should an event occur

« Separate the roles of DR Administrator and BCP Administrator
— DR = Individual from IT
— BCP = Individual from Risk, Compliance, Audit, Operations

ONGRIE“%NS. LLe PIa‘Pre‘ Pro‘
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Gold Nuggets ¢ Lessons learned from
actual crisis situations

« |T Staff will focus on fixing a problem — challenge
them to look, pause and consider
— Known solution? — Resolution is known, correct

— Unknown solution? — Consider activating alternate
(backup) that has known recovery time. Selecting this
option removes pressure and risk and allows for
appropriate repair

* Assign a “receptionist” to the IT Recovery Team

— Reduce recovery time 20-40% by allowing the IT Team
to work on the actual recovery process
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Questions?

Michele Dowis, ABCP
Certified Business Continuity Professional
Www.ongoingoperations.com
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